DEPARTMENT OF THE ARMY
HEADQUARTERS, 19TH THEATER SUPPORT COMMAND
UNIT #15015
APO AP 96218-5015

REPLY TO
ATTENTION OF:

EANC-CG 10 3MAR 2005

MEMORANDUM FOR ALL 19™ TSC PERSONNEL
19 MXAIS R E RS 2|8 &3

SUBJECT: Command Policy Letter #25 - Authorized Use of Federal Government Automation
and Communications Assets
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1. REFERENCES.

a. DoD Directive 5500.7-R, 3 August 1993, Standards of Conduct/Joint Ethics Regulation
282 X1& 5500.7-R, 1993 H g & 3, st &l & 2et &

b. AR 25-1, 30 June 2004, Army Knowledge Management and Information Technology
Management

B2 78 25-1,2004H3 6330, EC 32 Jls 22X

c. Army Regulation 25-2, 14 November 2003, Information Assurance.
S A825-1,2003H 11 48, B3EES

d. DoD Instruction 8500.2, 6 February 2003, Information Assurance Implementation.
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e. Eighth US Army Pam 25-60, 1 November 2000, Communication Services and
Procedures Guide.
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2. PURPOSE. To ensure the use of Federal Government automation and communications
assets are consistent with the 19™ TSC mission. This policy also addresses protection of
information resources to ensure their availability for the conduct of Army official business.
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EANC-CG
SUBJECT: Command Policy Letter #25 - Authorized Use of Federal Government Automation

and Communications Assets

3. APPLICABILITY. This policy applies to all 19" TSC personnel who use 19" TSC
automation or communications assets.
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4. Use of Federal Government automation and communications assets, 1.e., computers.

Army E-mail services, Internet access, facsimile, telephones, etc, “shall be for official use and
authorized purpose only,”(JER 2-301). “Authorized purpose” may include personal use as
permitted by “Agency Designees”, i.e. commissioned officers or GS-12 and above Supervisors,
within specified parameters.
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5. Federal Government automation and communication assets will not be used in any way
that would interfere with official duties, undermine readiness, or reflect negatively on the
Department of Defense or the U.S. Army (e.g. surfing sexually oriented or extremist web sites,
unofficial advertising, soliciting or selling, transfer of classified information, violations of
statute or regulation, or any use incompatible with public service).
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6. The following personal communications are permitted:
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Those communications that are most reasonably made from your normal work place, such as
checking in with spouse or children, making medical, home and automobile repair and similar
appointments; or making a bank or other financial transaction.
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EANC-CG
SUBJECT: Command Policy Letter #25 - Authorized Use of Federal Government Automation
and Communications Assets

7. In order to ensure that such use does not adversely affect the performance of official duties
and serves a legitimate public interest, this permission is subject to the following restrictions:
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a. Whenever possible, do it before or after work hours or during lunch or other authorized
breaks.
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b. If made during normal work hours, communications must be infrequent and short.
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¢. Users may not incur any long distance tolls or other usage fees chargeable to the
Government; you must use toll-free numbers or charge the communications or access or other
fees to your personal credit card.
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d. This permission does not extend to personal communications to solicit business,
advertise, or engage in other selling activities in support of a private business enterprise;
fundraising activities (other than those permitted by JER 3-210); or any other use that would
reflect adversely on the Army or which is incompatible with public service.

01248 QIDIOI O ALY, BNNEA L= A S XI5t BHOH 2ileh 2 s

AFE0l SA10ILE: JER 3210 01 M SIS S X 22 PRBE T= 020 H0l0) 243
018l & UNLI 220 REGHK Y= OO B2 Y X YLk

e. Users may not send group E-mails to offer items for sale or other personal purpose (e.g.,
selling an automobile, renting a private residence, or announcing birthday parties). Inclusion of
an unofficial web site link within an email signature block is considered using the email for
personal purpose.
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EANC-CG
SUBJECT: Command Policy Letter #25 - Authorized Use of Federal Government Automation
and Communications Assets

f. Users may not send group E-mails to announce events sponsored by a non-Federal entity
without prior approval from your supervisor and the Director of Information Management
(DOIM) for your installation.
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8. Army E-mail services will not be used in a manner that overburdens the Federal Government
communications system. You will not send E-mail that could reasonably be expected to cause,
directly or indirectly, excessive strain on any computing facilities, or unwarranted or unsolicited
interference with others’ use of E-mail or E-mail systems. Such interfering uses include, but
are not limited to, the use of E-mail services to:

_Dleigms s N2g 222 E 4 9

I.X| Ol‘L |. A}BXPL—- Xl DI-X-!JHO§ %UEI

ANEE2 0I-HIE AIAE ALSO J[AN &
el = 3% 01-HIEgE BUAE 2= X

It AULCH

X o> rlTu (T
0 on 11
o
B
1o
1
$0
rr
>_ O
0l
<2
r
[ W

= 0=

a. Send E-mail Chain Letters.
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b. SPAM, that is, exploiting list servers or similar groups broadcast systems for purposes
beyond their intended scope to provide widespread distribution of unsolicited E-mail.
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c. Broadcast unnecessary advertisements of Army services, such as sending
announcements to people who are not affected by the event.
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d. Letter-Bomb, that is, to send the same E-mail repeatedly to one or more recipients to
interfere with the recipient’s use of E-mail.
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EANC-CG
SUBJECT: Command Policy Letter #25 - Authorized Use of Federal Government Automation

and Communications Assets

e. Broadcast unsubstantiated virus warnings from sources other than systems
administrators. Users should forward virus warnings to their unit Information Management
Officer (IMO).
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f. Broadcast E-mail messages of daily quotations, jokes, or other similar transmissions.
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g. Directing messages to large audiences and sending repeats of the same messages as
reminders.
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9. Anyone who receives an E-mail, fax, or telephone call that violates this policy should report
the incident to their immediate supervisor. For an E-mail violation, the recipient should not
delete the E-mail. The supervisor shall notify the organization IMO for further guidance.
Olc{st 220l RIUHEl = 01-0lY, A 2l ME &2 A2 1 Al E (2
oY ZS20IA 20800k SHCE Of-Bl ol 288 =F Q12 1 0l-HlgE ANE
OLE|H, 2SS FSEXE 2| flo 22| MA XA 200610k 8Lt
10. The Internet provides a tremendous resource of information interchange and other
communication through such vehicles as mail list servers, databases, files, and web sites.
Subject to the restrictions in subparagraph 7c through 7e, above:
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a. Users have permission to use their computers to access and use these Internet resources
for professional development purposes, subject to ensuring that the users’ duties and mission
are accomplished.
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EANC-CG
SUBJECT: Command Policy Letter #25 - Authorized Use of Federal Government Automation
and Communications Assets

b. Users also have permission to use a Government computer to access and use these
Internet resources for any other personal reason, such as routine E-mail correspondence with
your children away at college or spouse if serving an unaccompanied tour, reading a business
magazine web site or checking stock quotes; but users may only do this before and after work
hours, or during the lunch hour or other authorized breaks during the work day.
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11. The following restrictions apply to management of 19" TSC automation and
communications assets:
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a. The unit IMO is the only authorized person who shall install computer software.
ZEH AZEY A X0 28 210t E2 22| MY X0 & &tL.

b. All users are prohibited from changing the configuration of any software installed on
Army computers unless directed to do so by the unit IMO.
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c. All users are prohibited from downloading from the Internet, installing, and using the
following on Army computers.
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(1) Push technologies, such as Point Cast, or streaming audio and video feeds. Push
technologies overburden the Federal Government computer network and have a detrimental
affect on performance for all users.
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EANC-CG
SUBJECT: Command Policy Letter #25 - Authorized Use of Federal Government Automation

and Communications Assets

(2) Products that constantly monitor the network. These include, but are not limited to:
ICQ, AOL Instant Messenger, and Yahoo Pager. Products that constantly monitor the network
overburden the Federal Government computer network and have a detrimental affect on overall
performance for all users.
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(3) Any games from all Internet providers. The only games authorized to be Installed on
Government computers are those that come with the Microsoft Windows operating system.
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d. All users are prohibited from adding or modifying hardware on any Army computer.
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12. Anyone who uses Federal Government automation and communications assets does so with
the understanding that such use serves as the user’s consent to monitoring of any type of use,
including incidental and personal uses, whether authorized or unauthorized. In addition, use of
such systems is not anonymous. For example, for each use of the Internet over Federal
Government systems, the name and computer address of the DOD employee user is recorded by
the Government and also by the web sites searched.
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EANC-CG
SUBJECT: Command Policy Letter #25 - Authorized Use of Federal Government Automation
and Communications Assets

13. This policy is punitive in nature. Military violators of this policy letter are subject to
punishment under the Uniform Code of Military Justice (UCMYJ), Article 92, Disobeying a
Lawful Order and other applicable provisions of the UCMIJ. All DoD employees are subject to
disciplinary procedures pursuant to AR 690-700 or other applicable table of penalties. Non-
DoD employees or invited guests who violate this policy will be denied use of 19" TSC
automation and communication assets.
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14. SUPERSESSION. This policy letter supersedes 19" TSC policy memo 25, 27 Nov 02.
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15. The point of contact ACofS, G6, AIS, 768-8607.
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Brigadier General, USA
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